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Message from the Minister of National Defense

The core mission of the ROK Armed Forces remains the same for more than seven decades: to protect our
nation from all threats. However, the ROK Armed Forces have today reached a critical turning point where they
must embrace radical innovation in order to effectively respond to the rapidly changing security environment.

The security environment has become more complex and severe with the inclusion of non-traditional threats,
as well as endless “competition” and proliferation of gray zone conflicts. The intensifying strategic competition
between the U.S. and China and the war in Ukraine have given rise to a more fluid international order. Amidst
growing arms race amongst major powers, strategic engagement by the international community towards the
Indo-Pacific region is on the rise as well. Against such an international backdrop, North Korea is continuously
strengthening its nuclear and missile capabilities, while relentlessly carrying out strategic and tactical
provocations.

Meanwhile, non-traditional security threats, such as natural disasters, terrorism, and new types of infectious
diseases, have grown in prominence. Competition to gain advantage in the new domains including space,
cyberspace, and the electromagnetic spectrum is also gaining pace. Advances in cutting-edge technologies is
serving as a key catalyst for the shift in defense paradigm.

Domestically, despite the declining military manpower and growing difficulties in securing an adequate
defense budget, the public expectation towards the Armed Forces continues to rise. To overcome challenges
presented by such a security environment, the ROK Armed Forces are striving to make most of “opportunity
factors” by selecting and focusing on those that are most closely aligned with our strategic priorities.

First, we are maintaining “an all-around defense posture” to counter complex security threats in a way
that is both “comprehensive and proactive.” Under the firm belief that sustainable peace cannot be founded on
the goodwill of the other side and can only be achieved through an superiority of overwhelming force, we will
further bolster the nation’s military readiness posture so that our Armed Forces are able to respond to evolving
North Korean threats effectively and in a timely manner.

Second, to build “elite forces harnessing advanced technologies,” armed with competitive military
capabilities, the Ministry of National Defense is pressing ahead with the “Defense Innovation 4.0” initiative.
Our goal is to formulate forward-looking military strategies and operations concepts that are in line with the
future security environment and develop Al-aided cutting-edge forces. To optimize our military in the face of
the changing security landscape, we will upgrade its force structure and improve training and education, at the
same time as creating a defense environment that is open to technology-enabled innovation by redesigning the

defense R&D system and the system for the enhancement of combat power.



Third, under the goal of “fostering the defense industry into a national strategic industry,” we are
providing active support to Korean defense firms to help boost their global competitiveness. By shaping an
innovation-driven defense R&D environment and leading the government-wide initiative to promote and
facilitate defense exports, we will nurture a virtuous cycle between the effort to build cutting-edge forces and
growth in defense exports.

Fourth, we are shaping a favorable external environment for Korea’s national defense by forging a “strong tie
with our ally.” We will seek a “leap into a new phase in the ROK-U.S. Alliance” with partners that share our
values. We will participate in international peacekeeping operations and step-up efforts to protect our citizens
abroad.

Fifth, as a military that respects its people, we are increasing our efforts towards “defense management
focused on safety, transparency and civil-military cooperation”. While playing a leading role in the
government’s efforts to better guarantee the safety of our citizens, we will redouble our efforts to ensure a
positive development in the civil-military relationship through regulatory easing and enhanced transparency.

Finally, to “foster a defense culture that can resonate with the future generation,” we are making
dramatic improvements in living standards and healthcare for military personnel, as well as strengthening the
protection of their human rights, in a way that meets the Korean public’s expectations. Our goal is to create an
environment in which members of our Armed Forces can serve with pride by providing proper recognition and
compensation for their service and sacrifice.

In Defense White Paper 2022, the Ministry of National Defense describes in detail the efforts of the
ROK Armed Forces to achieve peace through strength by building a “robust defense” and “strong forces
harnessing science and technology” in a manner that is easy for the general public to understand. I hope that
this publication will help broaden the understanding and appreciation of defense policy, while serving as the
foundation for an active discussion on issues and challenges facing national defense. I ask our citizens for their

continued support and interest in our Armed Forces.
February 2023
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Lee Jong-sup
Minister of National Defense
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Chapter 1

Changes and Challenges in the
Security Environment

Section 1. Global Security Environment
Section 2. Security Environment in the Indo-Pacific

Section 3. North Korean Situation and Military Threats
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Global Security Environment

Recent developments such as intensified U.S.-China strategic competition and the war in
Ukraine have heightened uncertainty in the global security environment. Regional security
threats persist due to territorial disputes and conflicting national interests, while transnational
security threats, such as infectious diseases, climate change, cyberattacks, and terrorism,
continue to pose serious challenges that urgently require joint international responses.

1. Growing Security Uncertainty in the International Community

Uncertainty in our international security environment continues to increase due to rivalry and
competition, such as the escalating strategic competition between the United States and the
People’s Republic of China, in addition to the war in Ukraine.

The U.S., in its 2022 National Security Strategy (NSS) and National Defense Strategy
(NDS), named China “the only competitor” that is also its “most consequential strategic
competitor,” and is redoubling its effort in all directions to keep China in check. Moreover,
vowing to increase solidarity among democratic nations, the U.S. declared the Indo-Pacific
region its top foreign policy priority, expressing its intentions to cooperate closely with
regional allies such as the Republic of Korea, Japan, and the Commonwealth of Australia.
Furthermore, the U.S. is building a cooperative partnership across the semiconductor
supply chain in order to ensure the stability of semiconductor production and supply
amongst its allies.

Meanwhile, China is using its rapidly growing economic and military power to strengthen
its influence in the Taiwan Strait, in addition to the East and South China Seas. While keeping
its existing policies such as the Belt and Road Initiative, China is expanding its geopolitical
influence and maintain a firm stance that it will not hesitate to defend its “core interests.”
Furthermore, China is expanding its international influence and promoting the growth of
its national economy by forging closer ties with members of the Shanghai Cooperation
Organization (SCO)! including Russia, and bolstering pro-China sentiment abroad through
economic support as well as expanded infrastructure investments in the Middle East, Africa
and Central and South America.

The protracted war in Ukraine, which began with the Russian invasion in February 2022,
has brought about much civilian casualties in addition to a severe global food and energy crisis.

As the U.S. and European countries respond to the Russian threat by rallying around
the North Atlantic Treaty Organization (NATO), Russia, in turn, is bolstering its defense
cooperation through the Collective Security Treaty Organization (CSTO)? and the SCO,

resulting in increased tensions between the two blocs.
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A multilateral security
cooperation organization
established on June 15,
2001, between China, Russia,
Kazakhstan, Kyrgyzstan,
Tajikistan, and Uzbekistan to
promote mutual cooperation
and regional security

2)

Acollective security treaty
signed in 2002 between
Russia and five former Soviet
republics: Belarus, Armenia,
Kazakhstan, Tajikistan, and
Kyrgyzstan



3)

France (May 2019), Germany
(September 2020), Netherlands
(January 2020), United
Kingdom (March 2021),
European Union (September
2021), Czech Republic
(September 2022)

4

An accord reached in Vienna,
onJuly 14, 2015, by Iran and
P5+1(U.S., China, Russia,

UK, France, Germany), lifting
sanctions on Iran in exchange
for agreeing to curb its nuclear
program.

2. Persistence of Regional Traditional Security Threats

Amidst growing uncertainty in the international community, regional security threats caused
by issues such as territorial disputes and conflicting national interests continue to persist.

A renewed awareness of the strategic value of the Indo-Pacific has prompted European
countries to increase their involvements in the region, with many establishing their own Indo-
Pacific strategies.3 Moreover, Russia’s invasion of Ukraine is motivating European countries
to strengthen and reorganize their militaries with NATO at the center. While emphasizing
post-World War II norms and principles such as a rule-based international order, universal
values, and the freedom of navigation, European nations are actively seeking cooperation
with the Republic of Korea, Japan, Australia, India, and ASEAN countries.

Security threats continue to propagate within Southeast Asia and Southwest Asia. Tensions
between India and Pakistan over the Kashmir region continue unabated, and regional unrest
has been further stoked by the Myanmar military junta’s state of emergency declaration in
February 2021 and Taliban’s return to power in Afghanistan in August 2021.

Against this backdrop, countries in the region are putting their own interests first as they
attempt to grapple with the economic crisis and its impact on the daily lives of their citizens,
while pursuing a pragmatic diplomacy amidst the U.S.-China strategic competition.

In the Middle East, although talks have resumed on restoring the Joint Comprehensive
Plan of Action (JCPOA)¥, a nuclear deal between Iran and the five permanent members
of the UN Security Council and Germany, little progress has been made. The progressive
decrease in U.S. involvement in the Middle East, growing influence of China and Russia,
continuous unrest in Yemen and Syria, and economic crisis resulting from the protracted
COVID-19 pandemic have stoked insecurity in the region; moreover, existing competing and
cooperative relationships between the region’s religious sects and countries also appear to be
going through a rearrangement as well.

In Africa, geopolitical instability continues due to civil wars and terrorist attacks by
violent extremist groups against the backdrop of the prolonged COVID-19 pandemic,
power struggle between political factions, stunted economic growth, and ethnic conflicts. In
particular, whereas the Ethiopia-Tigray peace agreement in November 2022 brought an end
to the Tigray War, which began in November 2020 and experienced repeated ceasefires and
resumptions of conflict, bloody conflicts, including attacks by violent armed extremist groups
are persisting in Mali, Burkina Faso, and other areas of the Sahel Province. Piracy continues

off the Gulf of Guinea, even though the activity has recently tapered off to some extent.

3. Rise of Non-Traditional Security Threats and Coordinated Effort by the
International Community

In addition to traditional threats, such as political and military conflicts, the security
landscape today is marked by the rise of non-traditional security threats including infectious
diseases, climate change, cyberattacks, and terrorism. The outbreak of the COVID-19 virus
in late 2019 has since then evolved into a protracted pandemic, tipping the world into an
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unprecedented economic and social crisis. Meanwhile, climate change, resulting in rising sea
levels, changes in topographic features, and extreme weather events, is having a variety of
adverse impacts on human societies and is also negatively affecting military operations. Fiji
and other low-lying island nations in the Pacific Oceanview climate change as an existential
threat to their national security and are actively deploying military assets in response. Cyber
threats, such as attacks on cryptocurrency markets by North Korea, as well as distribution of
ransomware and DDoS (distributed denial of service) attacks by international hacker groups
are also incurring increasingly disruptive effects on society.

With the understanding that such non-traditional security threats cannot be resolved by the
efforts of any one country or select regions, the international community is strengthening
mutual cooperation and cross-border coordination.

During the G20, ASEAN+3, and APEC (Asia-Pacific Economic Cooperation) summits
held in November 2022, countries from across the international community agreed to
make joint efforts with international organizations to tackle climate change, response
against infections disease such as COVID-19 and stabilize the food and energy markets.
The 27th Conference of the Parties of the UNFCCC (COP27), convened during the same
month, ended with a joint final declaration containing measures for immediate, quick, and
sustainable reductions in greenhouse gas emissions.

During its summit in June 2022, NATO adopted a New Strategic Concept, in which
it identified cyber threats as a key challenge to its core security interests. In November
of the same year, the ADMM-Plus (ASEAN Defense Ministers Meeting Plus) Experts’
Working Group on Cyber Security conducted its first cybersecurity table-top exercise to
develop a coordinated response to cyber threats. In addition, the international community is
continuously cooperating to counter cyber threats through platforms such as the Conference
on Cyberspace, the UN Group of Governmental Experts (GGE), and the Seoul Defense
Dialogue (SDD) Cyber Working Group.

Members of the international community are also holding discussions on coordination
measures for disaster relief and recovery support through multilateral consultative groups
such as the ASEAN Regional Forum (ARF), the Regional Humanitarian Assistance and
Disaster Relief Coordination Center (RHCC), and UNOCHA (United Nations Office for the
Coordination of Humanitarian Affairs) Regional Consultative Group. In November 2022,
during the ADMM-Plus Working Group on Humanitarian Assistance and Disaster Relief,
member states discussed an upcoming table-top exercise (TTX) and field training exercise

(FTX) on this topic, in addition to methods to coordinate responses to regional disasters.
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As of July 2020

Source: Journal of Economic
Structures

Security Environment in the Indo-Pacific

The Indo-Pacific is emerging as a critical region in terms of global security, geopolitics,
and economy. Strategic competition between the U.S. and China and regional arms race
are resulting in a rise of complex security threats in the region. Taking note of the strategic
importance of the Indo-Pacific region, major actors such as the U.S. and Europe have
increased their involvement in the region, such as establishing their own Indo-Pacific
strategies. The Republic of Korea government also unveiled its own Indo-Pacific Strategy to
go beyond Northeast Asia and deepening strategic cooperation with key nations in the Indo-
Pacific.

1. Growing Strategic Importance of the Indo-Pacific

The Indo-Pacific is rising as a critical region for global security, geopolitics, and economy.
The Indo-Pacific region accounts for 65% of the global population, 62% of global GDP, 46%
of world trade, and half of maritime transportation.?) As home to major military powers and
countries that are leaders in cutting-edge technologies such as the semiconductor industry,
the Indo-Pacific is a highly dynamic region in terms of politics, economy, and technology.
Moreover, the region has numerous shipping lanes of strategic importance, such as the sea
lines of communication linking the Strait of Hormuz with the Indian Ocean, the Strait of
Malacca and the South China Sea.

Recently, complex security challenges in the Indo-Pacific have significantly increased
due to the strategic competition between the U.S. and China spreading into the political,
economic, and military domains. North Korean development of nuclear and missile
capabilities pose a serious threat to peace and stability beyond Northeast Asia and have
become a security concern for the Indo-Pacific as a whole. Countries both in and outside of
the Indo-Pacific have announced their own Indo-Pacific strategies and are actively seeking
engagement on issues of national interest.

The U.S. has intensified efforts to maintain stability in the Indo-Pacific and gain initiative
in the region. Washington has adopted several strategies for the Indo-Pacific including “The
U.S. Strategic Framework for the Indo-Pacific” (SFIP), a National Security Council product
adopted in 2018, and the White House’s Indo-Pacific Strategy, embedded in the strategic
objective of a “free and open Indo-Pacific” (FOIP). Highlights of this strategy include
advancing a free and open Indo-Pacific, building connections within and beyond the region,
maintaining U.S. prosperity, bolstering security for allies and partner countries, and building
resilience against transnational threats.

European countries, recognizing the strategic value of this region, are increasing their
engagement; France announced its own Indo-Pacific strategy in 2019, followed by Germany
and Netherlands in 2020, UK and EU in 2021, and Czech Republic in 2022. The EU, in
particular, plans to expand its involvement in Indo-Pacific in a diversity of areas, ranging
across economic, maritime, and security affairs, among others.

Japan, in its 2022 National Security Strategy (NSS), stated its decision to actively pursue
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its vision for a “free and open Indo-Pacific,” through which it pledged to generate a stable
and predictable international order and lead efforts to ensure peace, stability, and prosperity
in the international community.

In 2019, ASEAN issued the ASEAN Outlook on the Indo-Pacific (AOIP), which
underscored its role in guaranteeing stability in the region. Based on their core principles,
including ASEAN centrality, inclusiveness, transparency, and a rules-based framework,
ASEAN countries are increasing their cooperation with the Republic of Korea, the U.S.,
Japan, Russia, Australia, New Zealand, and India through the East Asia Summit (EAS) and
the ADMM-Plus.

With the goal of strengthening strategic ties with countries in the Indo-Pacific region, the
Republic of Korea government, in December 2022, announced its “Strategy for a Free,
Peaceful, and Prosperous Indo-Pacific Region.” By strengthening cooperation with countries
in Southeast Asia, South Asia, Oceania, and African states bordering the Indian Ocean, the
Republic of Korea plans to broaden its foreign policy horizons beyond the Korean peninsula
and Northeast Asia, building and consolidating strategic cooperation networks that are
tailored to each region.

[Figure 1-1] Military Power of Major Indo-Pacific Countries

(i Russia h (E Japan h

Defense budget: USD 45.8 billion Defense budgets: USD 49.3 billion
No. of Troops: 900,000 No. of Troops: 247,000
Submarines: 49, Aircraft carrier: 1 Submarines: 22, Surface combatants: 49
Combat aircraft: 1,391 Combat aircraft: 587
Capability enhancement Capability enhancement
Nuclear capability enhancement, development Acquisition of additional F-35 aircraft,
of stealth aircraft and strategic missiles, AEW&C, Aegis destroyers, and submarines;
modemization of conventional weapons strengthening of cyber warfare, space and EW
forces
- J - )
( ) (& N
China = us.
I
Defense budget: USD 207.3 billion Defense budget: 754.0 billion
No. of Troops: 2,035,000 No. of Troops: 1,395,000
Submarines: 59, Aircraft carriers: 2 Submarines: 67, Aircraft carriers: 11
Combat aircraft: 2,921 Combat aircraft: 2,894
Capability enhancement A Capability enhancement
Acquisition of new strategic missiles, stealth Nuclear capability enhancement and
fighters, and aircraft carriers; strengthening of modemization, development of long-distance
cyber warfare and space forces strategic bombers, strengthening of missile
defense, cyber warfare and space
o % J
N N
—c— India Bl Austrailia
Defense budget: USD 65.0 billion Defense budget: USD 34.3 billion
No. of Troops: 1,460,000 No. of Troops: 60,000
Submarines: 17, Surface combatants: 28 Submarines: 6, Surface combatants: 11
Combat aircraft: 853 Combat aircraft: 124
Capability enhancement Capability enhancement
Aircraft carriers, development of nuclear Planned introduction of new-submarines
submarines, acquisition of additional — and deve\opmem of nuclear submarines,
submarines and maritime patrol aircraft strengthening of cyber warfare and space
forces.
- J - J

* Source: The Military Balance 2022 (International Institute for Strategic Studies, February 2022)
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2. Military Trends in Key Indo-Pacific Countries

Whereas the U.S. retains strategic and military advantage in the Indo-Pacific, other countries
including China, Russia, and Japan are building competitive militaries, especially in terms of
naval and air capabilities. [Figure 1-1] compares the military strength of six regional powers

demonstrating considerable ties with security on the Korean peninsula.

United States The U.S., in its 2022 National Security Strategy (NSS) and National

Defense Strategy (NDS), stressed its intention to maintain and
strengthen deterrence against China, framing the country as its most consequential strategic
competitor and a medium- to long-term challenge. Furthermore, the U.S. is partnering with
its NATO allies to respond and strengthen deterrence against the Russian military threat.

In terms of military capabilities, the U.S. is developing its Joint Warfighting Concept
(JWC) based on Joint All Domain Operations (JADO), with a use of cutting-edge technology
such as Al, making efforts to systematize joint operational concept by incorporating new
operational requirements. The goal is to enable distributed deployment of U.S. forces,
while employing a modernized battlefield network in order to link the different branches’
capabilities, including the Army’s Multi-Domain Operations (MDO), the Air Forces’ Agile
Combat Employment (ACE), the Navy’s Distributed Maritime Operations (DMO), and the
Marine Corps’ Expeditionary Advanced Base Operations (EABO). Moreover, the U.S. is
modernizing its nuclear triad, namely, intercontinental ballistic missiles (ICBM), submarine-
launched ballistic missiles (SLBM), and long-range strategic bombers, as well as maintaining
efforts to build a multi-layered missile defense system. Furthermore, the U.S. is deploying
key air and naval assets in the Indo-Pacific, including stealth aircraft such as F-22s and the
F-35s, P-8 Poseidon maritime patrol and reconnaissance aircraft, Virginia-class nuclear
submarines, aircraft carriers, and strategic bombers.

Meanwhile, the National Defense Authorization Act (NDAA) for FY ’23 was signed
into law, raising the defense budget by 857.9 billion USD, with an increase of 11.7% (89.7
billion USD). This increase in defense expenditures reflects U.S. prioritization of its strategic
competition with China and Russia, in addition to intensified efforts to modernize its forces
to secure U.S. superiority in the strategic competition with China and Russia. The number of
active-duty personnel in the U.S. armed forces decreased by 31,096 from the previous year
to 1,316,944, respectively reflecting a decrease in the active-duty members of the Army, the
Marine Corps, and the Air Force by 33,000, 1,500, and 3,876, and an increase for the Navy
and the Space Force by 7,080 and 200.

The 2023 NDAA explicitly states that the U.S. will maintain 28,500 troops in the Republic
of Korea and provide extended deterrence using all U.S. military forces to bolster the
ROK-U.S. Alliance and support the mutually held vision of a “peaceful and stable Korean
peninsula.” The NDAA, furthermore, states that in light of accelerating strategic competition
with China, the U.S. will strengthen its relationships with allies and partners, establish the
All Domain Operation Joint Force Headquarters, and conduct a Global Force Posture (GFP)
review. In particular, the NDAA increases the budget for the Pacific Deterrence Initiative
to 11.5 billion USD, with the objective of enhancing the readiness posture, capabilities, and
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operational activities of U.S. forces in the Indo-Pacific.

The United States Congress approved the six priorities related to the modernization of the
Army®) and allocated 23.1 billion USD for the acquisition of helicopters, long-range strike
munitions, and air defense weapons. 52 billion USD was allocated for Naval acquisition of
11 vessels and 77 aircraft, and 21.1 billion USD for Air Force acquisition of F-35 and EC-
37B aircraft.

4.1 billion USD was allocated to Space Force acquisitions in terms of space threat response
systems, the space launch program, the Defense Satellite Communications System, and
special space activities, as well as 60 million USD Cyber Command operations and the
construction of an Air Force cyber response system. Finally, 290 million USD was allocated
for the development of a missile defense system against hypersonic missiles and the purchase
of additional THAAD missiles.

The People’s Republic of China The PRC is undertaking a massive-scale defense

reform to modernize and streamline its forces in
pursuit of building military strength with global competitiveness. After Chinese President
Xi Jinping pledged in 2015 to cut the number of PRC troops by 300,000, a Joint Operations
Command Center was newly established and the People’s Liberation Army (PLA)
restructured into six branches (ground force, navy, air force, rocket force, strategic support
force, joint logistics support force”), with its seven military districts reorganized into five
theater commands. Defense policy reform and institutional reform, furthermore, are currently
in progress.
The PLA ground force’s operational command system has been streamlined to meet
strategic requirements for hastening the PLA’s “transformation from a regional defense
model to an all-domain operations model” by replacing armies, divisions, regiments, and

battalions with armies, brigades, and battalions. The PLA is also enhancing its expeditionary  6)
U.S. Army’s six material
modernization priorities

operational capabilities by introducing wheeled self-propelled artillery and other light

weapons systems, in addition to operationally deploying mid-sized helicopters. @ h””g"a”ge ”’“is“’”g”esf
(@ Next-generation combat
China is modernizing its Navy, capable of both “Defending the coastal waters and vehicles,

. . . . 5 . el . @ Future vertical lift,
protecting the national interest in the waters.” To improve capabilities for far seas operations, — ; 1osomization of Ay
the PLA is building large vessels such as aircraft carriers, cruisers, destroyers, strategic network,

® Airand missile defense
nuclear submarines and amphibious assault ships, while bolstering the PLA Navy Marine capabilities,

® Soldier lethality (U.S
Department of the Army,
The PLA Air Force is enhancing its early warning, air strike, and air defense capacities “Total Army” vision, 2018)

Corps air power for expeditious power projection.

under the strategic goal of “integrated air and space capabilities, capability to attack and )

defend”,® while making steady efforts to field airborne early warning and control systems A branch directly reporting
to the Central Military

and aerial refueling aircraft. Commission (CMC), in charge
. . . . . . f providing combat support f
The PLA Rocket Force is improving its counter strike capacity and intermediate and long- ~ ° P/o""e"e combet supportor
all armed forces as well as by
range precision strike ability to attain its objective: “maintain both nuclear and conventional  theatre of operations.
missile capabilities for all-domain deterrence.” The Rocket Force is in the process of fielding  g)
next-generation medium- and long-range ballistic missiles and new types of intercontinental Th:“ goat' fs (0 dié’“a“ze ?”d
Integrate air and space forces
ballistic missiles, at the same time as working on the development of new weapons systems — and build amodern air force
that combines offensive and

to counter the U.S. missile defense system, including a new type of medium-range ballistic  t.qve capabiltes
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missile (MRBM) that can be fitted with a hypersonic glide vehicle (HGV).

The Strategic Support Force is primarily responsible for aerospace and cyber warfare
operations, intelligence gathering, and electronic and psychological warfare. For innovation
and advancement in defense science and technology, the Strategic Support Force harnesses
various private-sector technologies at the intersection of the military and civil domains, such
as artificial intelligence (AI), unmanned aerial vehicles and systems, information technology,
and network security, and is striving to achieve a greater degree of civil-military convergence
through the acquisition of cutting-edge foreign technologies.

The Joint Logistics Support Force is carrying out the integration of rear-area logistics
support capabilities and is improving its rapid transportation capacity to better support the
operations and training of the overall forces of the People’s Liberation Army. Meanwhile,
to strengthen national defense mobilization capabilities, the Joint Logistics Support Force is
constructing reserve capabilities that can serve as paramilitary units in emergency situations
and at war times by focusing especially on increasing the size of forces available for
mobilization and improving the mobilization process. The maritime militia, in particular, is
considered to have the size and capacity necessary to carry out military operations, including
reconnaissance, camouflage, diversionary, and logistics support operations.

China has recently increased its level of military activity. Even during the height of the
COVID-19 pandemic, the PRC patrolled the South China Sea and carried out far seas
exercises in the Pacific, while also undertaking a combined exercise with key partners, such
as Pakistan, Thailand, and Cambodia. After China elevated its bilateral ties with Russia to a
“comprehensive strategic partnership for the new era” in 2019, the two countries increased
military cooperation as well as engaged in technological exchanges with each other. After the
beginning of the war in Ukraine in 2022, although China officially proclaimed a “neutral”
stance, it has since treaded a cautious diplomatic line, for example, by abstaining from
voting on UN resolutions on denouncing Russian actions against Ukraine, and strengthening
strategic coordination with Russia against the U.S. pressure.

In August 2022, the PRC conducted a joint military training and fired test missiles (during
a training surrounding Taiwan), alarming Taiwan as well as other neighbors including Japan
and intensifying security tensions in the region. In October 2022, during the 20th National
Congress of the Chinese Communist Party (CCP), Beijing’s Taiwan policy was elucidated
into written form for the first time. Position statements such as “one country, two systems”
and “resolute opposition to Taiwan’s independence” were added to the Party Charter, as
CCP leadership reiterated its hardline stance, saying that it would not hesitate to use force
if necessary. The 20th Congress solidified a leadership structure centered around President
Xi by reelecting him as its General Secretary for the third term; as such, it is expected that
China’s existing domestic and external policies will gain further momentum.

Russia Following the oil boom in the 2000’s, Russia has regained economic confidence

and is striving to regain the international status of the former Soviet Union.
The Russian Army is currently attempting to modernize its forces mainly by improving the
performance of existing weapons systems, rather than introducing new combat platforms.

Its armored vehicles and artillery pieces are in the process of being replaced by enhanced
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equipment with improved range and accuracy. In particular, Russia is deploying the
Iskander-M, a short-range ballistic missile system which can be fitted with a tactical nuclear
weapon, into combat.

Russia’s Navy is fielding strategic nuclear submarines and efficiently enhancing its combat
power through a next-generation Kilo-class submarine project and a project to improve its
destroyers. The Russian Navy completed a test launch of a hypersonic missile in 2021 and is
currently in the process of developing cutting-edge asymmetric strategic weapons, including
supersonic cruise missiles that can be fitted with nuclear warheads and nuclear-powered
unmanned underwater vehicles. The Russian Navy is also building its combined operational
capabilities through regular combined exercises with the Chinese Navy, conducted since 2012.

The Russian Aerospace Forces are focusing their efforts on modernizing equipment and
developing advanced aircraft. Fighter planes with stealth features have been deployed;
moreover, a project to improve the performance of long-range strategic bombers is
underway. The Aerospace Forces are strengthening their combined operations capabilities
through regular combined air exercises with the Chinese Air Force.

Russia’s Strategic Rocket Forces are retiring obsolete ICBMs by replacing them with next-
generation [ICBMS with enhanced capacities for countering ballistic missile defense systems,
while undertaking a comprehensive military modernization project.

The Commonwealth of Independent States (CIS)? has traditionally been accorded high
priority in Russian foreign policy, and as Russia sees stability in the CIS, particularly
contiguous Central Asian states, as a key to its own national security, Moscow has made
consistent efforts to ensure regional peace, while maintaining and solidifying its political and
economic influence.

After the start of the war in Ukraine in February 2022, Russia intensified efforts to

strengthen strategic ties to Central Asian countries, China, and India through multilateral
consultative groups, such as the Collective Security Treaty Organization (CSTO), the
Shanghai Cooperation Organisation (SCO), and the BRICS,'? and increase the cohesion of
the pro-Russian bloc.
Japan Japan has officially abandoned its traditional “exclusively defense-oriented”
policy" under its Peace Constitution via constitutional reinterpretation in July
2014 and by amending the Guidelines for U.S.-Japan Defense Cooperation in April 2015.
Japan also amended its defense-related laws in September of the same year'? to legalize
the exercise of the right of collective self-defense in situations that are deemed to pose an
existential threat, even when no direct armed attack has taken place. In December 2022,
Japan revised three security documents, including its National Security Strategy (NSS),
National Defense Strategy, and Defense Force Development Plan. Evoking the need to
bolster Japan’s defense capabilities amid an increasingly unstable security environment,
these documents elaborated a plan to increase Japan's defense budget to up to 2% of GDP
by 2027, and officially declared for the first time that the country will possess “counterstrike
capabilities” even as it continues to abide by the Peace Constitution and the basic principle of
exclusive defense.

These three security documents laid out key goals and directions to guide Japanese effort
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Aregional intergovernmental
organization formed following
the dissolution of the Soviet
Union in 1991 by its former
constituent republics, including
Russia, Moldova, Belarus,
Azerbaijan, Uzbekistan,
Kazakhstan, Kirgizstan, and
Tajikistan.

10)

Five emerging market
economies including Brazil,
Russia, India, China, and South
Africa

1)

A passive defense stance in
accordance with the Japanese
Constitution in which defensive
force is used only in the event
of an attack and the extent of
the use of defensive force is
kept to the minimum necessary
for self-defense.

12)

The Self-Defense Forces Act,
the Ship Inspection Operations
Act, and the International
Peace Cooperation Act,

the Armed Attack Situation
Response Act, and the
Important Impact Situation
Act were amended, and

the International Peace
Cooperation Support Act was
newly passed into law.



13)

(@ Acquiring standoff defense
capabilities,

@ building integrated air and
missile defense (IAMD)
capabilities,

(3 developing unmanned asset
defense capabilities,

@ enhancing cross-domain
operations capabilities,

(® bolstering command and
control functions,

(® strengthening maneuver
and deployment capabilities
and the ability to protect
Japanese citizens,

(@ Promoting continuity and
strength

14)

Capacity to respond to enemy
attacks from outside the threat
range of enemy ships or combat
craft

15)

The act of calculating a position
or obtaining information about
alocation using satellites

16)

Including the Northeastern
Indian Ocean, and maritime and
land areas in Southeast Asia,
Papua New Guinea and the
Southwestern Pacific

in fundamentally strengthening its defense capabilities, and additionally, set forth plans to
strengthen its defense forces in seven areas,' including standoff defense capabilities.™

The Japanese Self-Defense Forces (SDF), based on the above mentioned three security
documents, plans to enhance the effectiveness of integrated ground/sea/air operations by
setting up an Integrated Command and strengthen standoff defense capabilities by creating
long-range guided missile units within the Ground SDF with supersonic glide bomb and
hypersonic missiles to defend its islands. Under this plan, Japan will also add anti-air
and electronic warfare units, in addition to multi-purpose unmanned aircraft units with
intelligence collection and strike capability to improve cross-domain operational capabilities.

The Japan Maritime Self-Defense Force plans to improve the capabilities of its maritime
patrol aircraft and submarine units to allow routine and continuous ISR (intelligence,
surveillance, reconnaissance) operations and better defend Japan’s surrounding maritime
areas and sea routes. The Maritime SDF is also endeavoring to enhance its surface combat
power by remodeling its “Izumo-class,” into aircraft carriers and constructing additional
Aegis destroyers. Moreover, its warships will be fitted with standoff missiles and a variety
of UAVs (unmanned aerial vehicles), USVs (unmanned surface vehicles), and UUVs
(unmanned underwater vehicles), designed for surface and underwater maritime superiority,
in addition to minimizing the loss of life.

The Japan Air Self-Defense Force plans to improve its standoff missile capabilities to more

effectively defend wide-areas, introduce UAVs capable of persistent gathering of intelligence
in contested areas and create operational information units to strengthen intelligence
capabilities required for operations. To guarantee stable use of the space domain, the Space
Operations Squadron, established in 2020 was expanded to Space Operations Group in
2022. Furthermore, a space situational awareness (SSA) system was established to enhance
intelligence gathering, communications, and positioning capabilities.?)
Australia Australia’s government, in assessing the strategic competition between the
U.S. and China unfolding in the Indo-Pacific as a serious security threat, is
building up military forces at the same time as strengthening its alliance with the U.S. and
more closely cooperating with friendly countries in the region, including Japan.

In its 2020 Defence Strategic Update, Australia stressed that strategic competition within
the region represents the single biggest security threat since World War 11, stating its intention
to concentrate defense forces in the Australian national territory and adjacent areas.®)
The Australian government announced a plan to spend an additional 270 billion AUD
(approximately 190 billion USD) over the next 10 years toward this goal, which corresponds
to an increase of 40% compared to the budget reported in its 2016 Defense White Paper.
Further, the Australian government is preparing a Defence Strategic Review for release
in March 2023. This review will examine Australia’s overall capability to respond to the
dynamic regional security environment including its force structure and posture, readiness
capabilities, as well as investment priorities.

Moreover, to create an advantageous strategic environment, Australia is continuously
reinforcing the U.S.-Australia alliance, which constitutes the central axis of its national

defense. In accordance with U.S. Force Posture Initiatives (USFPI), signed in 2011, some
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2,000 U.S. Marines have been stationed at Darwin Port since 2012, following a rotational
deployment cycle. In December 2022, a plan to increase the deployment of U.S. troops in
Australia was announced through the “Force Posture Initiatives.” Australia is also actively
leveraging the AUKUS agreement, a trilateral security pact signed with the UK and the U.S.
in September 2021, to expand influence in the Indo-Pacific region. Under AUKUS, whereby
the U.S. and the UK agree to assist Australia in acquiring nuclear-powered submarines, the
three countries are also expected to cooperate in areas including Al, quantum technology,
cyber security technology, as well as hypersonic weapons, hypersonic weapons defense
systems, and electronic warfare capabilities.

Among its regional partners, Australia is increasing security cooperation particularly with
Japan. In January 2022, the two countries signed the Australia-Japan Reciprocal Access
Agreement (RAA), simplifying legal procedures for conducting bilateral exercises, which
is the first time for Japan to enter into an agreement related to joint exercises with another
country since its SOFA (Status of Forces Agreement) with the U.S. to authorize long-term
stationing of U.S. troops in Japan. In October 2022, the Australia-Japan Joint Declaration on
Security Cooperation, signed in 2007, was amended to add that Australia will consult with
Japan regarding contingency response measures and that Australia will broaden trilateral
cooperation with the U.S. and Japan.

@ India borders Pakistan in the west, China in the northeast, and Bangladesh in the

cast. The country has a tense relationship with Pakistan, with which it fought
three wars over Kashmir."” There are also lingering tensions with China due to unresolved
territorial disputes over formerly Indian-controlled areas that have been occupied by the latter
since the Sino-Indian War of 1962,18) despite efforts made for a peaceful settlement through
talks between the defense ministers of the two countries.

India has shifted away from its past foreign policy of nonalignment and neutrality in favor
of a more proactive and pragmatic external policy based on a fine balance between the U.S.-
Japan bloc and the China-Russia bloc. With the objective of maintaining equilibrium of
military power with neighboring countries, deterrence and developing defense capabilities

that befit India’s growing international status as a rising power, India is actively acquiring
. . . e 17)
new weapons system such as aircraft carriers, nuclear-powered submarines, ballistic missiles .= . partitioniin

and missile defense systems. To end its exclusive reliance on imports, in January 2016, India 1947, India has been locked
) . 3 . o . ) inaterritorial dispute with
established policy directions for indigenous weapons systems development and is supporting — pakistan over the Kashmir
region (a mountainous area
straddling India and Pakistan

reducing reliance on Russia, which has until recently been the source of nearly 70% of all its ~ and bordering China)

the growth of its domestic defense industry through import substitution, at the same time as

weapons imports, by diversifying its supply chain to include the Republic of Korea, the U.S., g,

ISI‘ael, and France. Aterritorial conflict between
China and India over the

Moreover, India is conducting combined naval exercises with various countries in the  Himalayan region that broke
outin 1962. China, which won
this war, re-annexed Tibet and
as part of an effort to further its Indo-Pacific Oceans’ Initiatives on the front of maritime @ tacitagreementwas reached

. to leave Nepal and Bhutan for
securlty. India to manage.

region, including the Milan exercise and the Malabar exercise with the U.S. and Japan,
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During the 5th Plenary Session
of the 7th Central Committee
of the Workers' Party
(December 28-December 31,
2019), North Korea declared
“frontal breakthrough” as its
new policy stance for building
military strength and achieving
economic self-reliance and
presented the slogan “Let us
confront all challenges in our
progress through a head-on
breakthrough battle.”

North Korean Situation and Military Threats

After declaring the completion of state nuclear power in 2017, North Korea engaged in talks
with the U.S. However, amid a prolonged deadlock that followed the failure of the Hanoi
Summit in February 2019, North Korea announced the “frontal breakthrough” policy as its
new strategic line in January 2020. Later, during the 8th Party Congress of the Workers’ Party
convened in 2021, amid mounting international sanctions and the deepening COVID-19 induced
economic crisis, the North Korean leadership presented a series of new strategic tasks in
defense. In September, 2022, during the Supreme People’s Assembly, North Korea legislated
the ‘Nuclear Arms policy Law’, as a solid declaration of its commitment against forfeiting
nuclear capabilities. North Korea is focusing efforts on advancing its nuclear and missile
capabilities, while seeking to enhance its operational posture by improving a select range of
conventional forces.

1. Situation in North Korea

Internal Situation After Kim Jong-un’s succession to power in 2011, North Korea has
concentrated national resources on the advancement of its nuclear
and missile capabilities. In 2017, after its 6th nuclear test and the launch of an ICBM and a
variety of other ballistic missiles, North Korea declared the completion of its “State Nuclear
Capability”. North Korea subsequently held talks with the U.S. in the hopes of easing its
economic sanctions imposed by the international community. However, when the failure of
the Hanoi Summit in February 2019 led to a prolonged stalemate in the U.S.-North Korean
dialogue, it proposed a new strategic line, dubbed “frontal breakthrough,”19) during the
Sth Plenary Session of the 7th Central Committee of the Workers’ Party in late December,
2019, which focused on strengthening defense and economic capabilities while maintaining
“Nuclear Deterrence Mobilization Posture”.

During the 8th Party Congress of the Workers’ Party, in January 2021, North Korea
unveiled its “Five-year Plan to Develop Defense and Weapons Systems” to help achieve
strategic national tasks in the defense domain for the advancement of nuclear and missile
capabilities. In March 2022, North Korea fired ICBM-class missiles, essentially ceding
the declaration made during the 3rd Plenary Session of the 7th Central Committee in April
2018, to discontinue nuclear tests and I[CBM launches. On April 25, 2022, in an address
during a military parade on the anniversary of the Korean People’s Revolutionary Army,
Kim Jong-un stated that North Korea will develop its nuclear force as speedily as possible.
This was followed by the legislation of its nuclear weapons policy during the Supreme
People’s Assembly in September of the same year. In a policy speech, Kim reiterated his
determination to upgrade North Korea’s nuclear and missile capabilities by pledging to
make “qualitative and quantitative improvements to nuclear weapons” and expressing a firm
stance against denuclearization. During the 6th Enlarged Plenary Session of the 8th Central
Committee in December 2022, the North Korean leader declared the so-called “revolutionary

strategy for the development of nuclear force and national defense,” presenting the mass
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production of tactical nuclear weapons against the Republic of Korea, based on an offensive
nuclear strategy, as the key direction in the defense domain, and proposing the development
of new types of ICBMs and military reconnaissance satellites as its core tasks.

Meanwhile, North Korea is endeavoring to solidify a party-centered regime. In May
2016, a Congress of the Workers’ Party was held for the first time in 35 years to overhaul
the organization and operation of the party. In January 2021, during the 8th Party Congress,
where Kim Jong-un claimed the title “General Secretary of the Workers’ Party,” the party
charter was amended to require the Congress of the Workers’ Party to be he held every
five years.

Years of sanctions and the COVID-19 pandemic have ravaged the North Korean economy.
Meanwhile, the hardship among North Korean people citizens was made worse by a series
of natural disasters. During the 8th Congress of the Workers’ Party in 2021, all the while
maintaining the stance of “self-reliance,” the North Korean leadership put forth a new
“Five-year National Economic Development Plan,” which updates the previous “Five-year
National Economic Development Strategy.” However, despite the massive-scale mobilization
of manpower and on-site visits by senior officials, the plan has resulted in no measurable
improvement in the North Korean economy due problems such as its structural issue. In
December 2020, to prevent the flow of outside information and tighten the ideological
control over its people, North Korea passed a new law called the “Reactionary Ideas and
Culture Rejection Act.” In January 2021, to tighten public discipline and increase internal
control of the North Korean society, new party organs including the Rules and Inspection
Bureau and the Justice Bureau were created. Efforts are also being made to promote social
cohesion by holding military parades and other public events on important national holidays.

North Korea has long denied the existence of COVID-19 cases within its borders even
as the pandemic swept most parts of the world from early 2020. However, in May 2022, its
authorities officially admitted a case of COVID-19 for the first time. Since then, COVID-19
has been labeled as a “great disaster.” All cities and provinces were placed under lockdown
and massive numbers of civilian and military medical professionals were mobilized to stop

its infection. Even though the war against COVID-19 was declared over and won in August, ~ 20)

The strategic tasks in the

defense domain proposed

wave of infections. during the 8th Party Congress in
2021 included five top priority

Going forward, while remaining on alert for a new surge of COVID-19, North Korea  strategic weapons tasks to
strengthen nuclear and missile
capabilities, namely,

the emergency response system is still in place and vigilance is maintained against a new

is likely to focus its energy on overcoming the economic crisis facing the country, made

particularly severe by the prolonged sanctions and pandemic, while seeking to consolidate @ production of super-large
hydrogen bombs,

its regime. All available manpower and resources are expected to be mobilized for this effort @ ability to destroy targets
within a range of 15,000 km,

under the slogan of self-reliance. This will be coupled with efforts to ideologically arm its development of a hypersonic

people and tighten internal control in order to achieve the level of social cohesion necessary gliding flight warheads,
. L. . . . (@ development of underwater
to guarantee regime continuity. Citing the need to enhance its capability for self defense as and ground based solid-
propellant ICBMs,
® acquisition of nuclear
nuclear and missile capabilities, all the while endeavoring to complete the strategic defense submarines and underwater-
launched strategic nuclear

tasks proposed during the 8th Party Congress.20) weapons

pretext, North Korean leadership is also expected to push ahead with the project to bolster
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In July 2021 when the inter-
Korean hotline, which had
been cut for 13 months, was
restored, North Korea stated
that this will have a positive
impact on the future of inter-
Korean relationship and
expressed the willingness

to resume talks. However,

in August, North Korea
unilaterally severed the hotline
again, demanding that the
ROK-U.S. combine exercise be
called off.

22)

“Vision 3000 ;
Denuclearization, Openness”
is an initiative proposed in
2006 by the ROK government
to encourage the decision

by the North to give up its
nuclear program. The initiative
is based on the notion that
“denuclearization” of North
Korea is a pre-requisite for
coexistence, opening of the
“North Korean economy and
society” and increase in its per

capita GDP is required for inter-

Korean prosperity and that the
basis to discuss unification will
be established when North
Korea attaints “USD 3,000 in
GDP per capita”.

North Korea’s decision to send its athletes to the 2018
Winter Olympic Games in Pyeongchang provided an

North Korean Policy toward

the Republic of Korea

opening for the resumption of inter-Korean dialogue. In
April 2018, an inter-Korean summit was held and the Panmunjom Declaration was adopted
by the leaders of the two Koreas. In September of the same year, another summit was held,
resulting in the adoption of the Pyongyang Joint Declaration of September 2018 (hereafter,
the “Pyongyang Joint Declaration”) and the Military Agreement on the Implementation of
the Historic Panmunjom Declaration (hereafter, the “Comprehensive Military Agreement”).

However, following the failure of the U.S.-North Korea summit in Hanoi of February
2019, North Korea ceased to make any and all mentions about the inter-Korean relationship
in the decision statement from the Plenary Session of the Workers’ Party, which was in
lieu of the 2020 New Year’s address, and have since maintained an attitude of indifference
toward any dialogue nor exchange with the Republic of Korea. Since then, North Korea has
no longer responded to the Republic of Korea government’s suggestion for dialogue and
cooperation. In June 2020, blasting the Republic of Korea for leaflets sent across the DMZ
by civil activists, North Korea blew up the Joint Inter-Korean Liaison Office. In September,
it brutally shot and killed a ROK citizen who drifted into North Korean waters in the West
Sea and burned his body. North Korea is yet to respond to the demand by the Republic
of Korea government to hold joint investigation over the killing of the ROK citizen. In
2021, during the 8th Congress of the Workers’ Party, North Korea blamed the Republic
of Korea for deteriorations in the inter-Korean relationship. In March 2021, in a statement
issued in the name of Kim Yo-jong, the North mentioned the possibility of pulling out of
the Comprehensive Military Agreement. Afterwards, North Korea continued to express
its discontent to the Republic of Korea government by repeatedly cutting and restoring the
Pyongyang-Seoul hotline depending on the status of the inter-Korean relationship.2!

North Korea also lashed out at the Yoon administration that came into office in May 2022
for its defense policy, which included plans to strengthen the “ROK 3K Defense.” In June
2022, during the 5th Enlarged Plenary Session of the 8th Central Committee, North Korea
started to refer to its policy towards ROK as the “Fight Against Enemy.” North Korea
rejected the “Audacious Initiative,” proposed by the Republic of Korea government in
August 2022, through a statement by Kim Yo-jong, calling it a carbon copy of the “Vision
3000 ; Denuclearization, Openness.”?? Later condemning the renewed U.S. commitment to
extended deterrence over the ROK, North Korea ramped up military tensions by engaging
in actions that were in defiance of both the Comprehensive Military Agreement and the
Armistice Agreement, including firing a missile into a maritime buffer zone south of the
NLL (Northern Limit Line) for the first time and flying multiple small unmanned aerial
vehicles into the Republic of Korea. Furthermore, North Korea reconfirmed its principle
towards ROK of “Head on Fight Against the Enemy” and labled the Republic of Korea
as an “Unquestionable enemy” during the 6th Enlarged Plenary Session of the 8th Central
Committee.

Moreover, in a statement issued in April 2022, Kim Yo-jong mentioned the “mobilization

2

of nuclear combat force.” Meanwhile, during a speech before the Supreme People’s

Assembly in September, Kim Jong-un announced a decision to “expand the operational

Chapter 1. Changes and Challenges in the Security Environment

023




space for tactical nuclear weapons and diversify the means for their application.” In
December, during a ceremony donating a 600mm super-sized multiple launch rocket system,
the North Korean leader doubled down on his threats to use tactical nuclear weapons, and
has continued to state how the entire Republic of Korea is within range and how its weapons
can be fitted with tactical nuclear warheads.

Foreign Policy In response to high-level international sanctions and human rights

violation issues raised by the international community, North Korea is
making efforts to create a more favorable external environment for itself by solidifying ties
with socialist countries such as China and Russia under the banners of independence, peace,
and friendship, its three principles in foreign policy.

Although North Korea tried to establish a new relationship with the U.S. through the
historic bilateral summit in Singapore on June 2018, relationship between the two sides
have been in a deadlock since the failure of the Hanoi summit in February 2019. In early
2020, Kim Jong-un declared the new “frontal breakthrough” strategy during the 5th Plenary
Session of the 7th Central Committee. In 2021, during the 8th Congtress of the Workers’
Party, the North Korean leader made clear that there will be no resumption of talks without
concessions on the part of the U.S., citing the principle of “responding to power with power
and goodwill with goodwill.”

Even after the new Biden administration came to power, North Korea continued to refuse
offers for talk with the U.S. In March 2022, it broke its self-imposed missile moratorium
by firing an ICBM-class missile. Meanwhile, the Adit number 3 of the Punggye-ri Test
Site, destroyed in 2018 through a public demolition, was recently restored. In November,
North Korea carried out another test launch of the Hwasong-17 ICBM in a belligerent
display of force.

There has been no meaningful improvement in North Korea’s relationship with Japan
in spite of the Stockholm Agreement,23) signed in May 2014 between the two sides. North
Korea repeatedly refused suggestions by Japan for a summit, stating pre-requisites such
as settlement of historical issues and shift in Japan’s policy towards North Korea. More
recently, North Korea lambasted Japan for revising its defense strategy to give itself the so-
called “Enemy Base Attack Capability.”

Sino-North Korean relations soured somewhat following China’s participation in
international sanctions on North Korea after the 3rd nuclear test in 2013 and Xi Jinping’s
decision to visit the Republic of Korea before North Korea in July 2014. However, their
traditional friendly ties were later restored through the five successive bilateral summits that
took place between 2018 and 2019. After January 2020, despite the border lockdown amid
the COVID-19 pandemic, the two leaders continued to exchange letters and congratulatory 23

At the director general-level
talks held in Stockholm (May

railways resumed services as a sign of expanding exchange between the two sides. North ~ 26-May 28, 2014], North Korea
. . .. . . . pledged to cooperate with
Korea has expressed its support for the Chinese position on the Taiwan issue and is closely i estigations into the fate of

telegrams to each other in an effort to maintain their friendship. In 2022, border freight

aligning itself with China on the global stage. North Korea has also maintained an amicable jbd““ed Jazat”elii C“‘Ziﬁs and
apan agreed to lift sanctions

relationship with Russia. In March 2015, after the North Korea-Russia Joint Economic  on North Korea excluding
sanctions imposed under the
UN resolution).

Commission in 2014, the two sides declared 2015 a “year of friendship” and adopted a joint
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Article 60 of the Constitution
of North Korea states: “The
State shall implement the line
of self-reliant defense, whose
basic principle is to arm the
entire people, fortify the entire
country train the entire military
into cadres and modernize the
entire military on the basis

of equipping the military and
people both politically and
ideologically.”

resolution. In April 2019, Kim Jong-un held a summit with Russian President Putin.

In 2020, even under the COVID-19 induced restrictive environment, limiting in-person
exchange, the North Korean and Russian leaders sent congratulatory messages to each
other on major anniversaries. The two sides have also been strengthening their ties through
a successive series of meetings between key officials. After the start of the war in Ukraine,
North Korea has shown support for the Russian position that the fundamental cause of this
war is the U.S. and the Western pursuit of hegemony.

2. North Korea's Military Strategy and Military Command Structure

Military Strategy In 1962, North Korea adopted four military lines in accordance with

its principle of “self-reliance in defense?) and has since continued
to build up its forces. In 2015, after Kim Jong-un’s succession to power, four new strategic
lines to strengthen the KPA(Korean People’s Army) were announced, including “creating a
politically and ideologically stronger KPA,” “creating a morally stronger KPA,” “developing
the KPA into an army of sophisticated tactics,” and “strengthening the various branches
of the KPA.” North Korea is exploring a military strategy focused on surprise attacks,
combination warfare, blitzkriegs and is pursuing various strategies and tactics with based on
its nuclear weapons strategy. While strengthening nuclear weapons and WMD (Weapons of
Mass Destruction), missiles, long-range artillery, submarines, and asymmetric forces such as
special warfare units and cyber and electronic warfare units, North Korea is also improving
the performance of a select conventional weapons. Under the goal of advancing nuclear
and missile capabilities, North Korea is continuing to conduct test launches. Meanwhile, a
6,800 strong cyber warfare personnel are carrying out R&D to develop new technologies to
reinforce North Korean cyber forces.

The North Korean military is likely to attempt a surprise attack when the opportunity arises,
primarily employing asymmetric forces, to create favorable conditions for itself, and seek a
quick end to war. In January 2021, during the 8th Congress of the Workers’ Party, the North
Korean leadership emphasized a unification strategy based on the use of force by adding
“achieving a timely Korean unification through strong national defense capabilities” to the
party charter. In September 2022, North Korea doubled down on its threats to use nuclear
weapons by legislating its “nuclear weapons policy”, which contained concrete conditions
for the use of nuclear weapons. Going forward, North Korea is expected to continuously
adjust its military strategy according to the changing external and internal conditions such as

the strategic environment and economic hardship.

Military Command Structure Kim Jong-un, who concurrently holds the title of the

Chairman of the State Affairs Commission, the Supreme
Commander of the KPA and the Chairman of the Central Military Commission, wields full
command and control over the North Korean military.

The State Affairs Commission, as the supreme policy decision-making agency in North
Korea, carries out decision-making activities on key policies such as the national defense
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force build up project. The General Political Bureau under the Supreme Leader supervises
party organs within the military and is responsible for matters related to political ideology.
The General Staff Department has command over military operations. A unified command
system is in place to control all five branches including the Ground Force, Special Operations
Force, the Naval Force, the Air Force, and the Strategic Force. The Ministry of Defence
represents the armed forces abroad and has authority over military administration including
military diplomacy, logistics, and budget. The Defense Security Bureau is responsible for the
internal surveillance and control of the armed forces and the investigation of military crimes.
The Supreme Guard Command provides security to the North Korean leader and his family,
guards and manages their residences as well as suppressing any coups attempt against the
regime. The Central Military Commission deliberates and decides on measures to advance
the Workers’ Party’s military line and policy, in accordance with the party charter and provide
party guidance to the overall national defense projects.
[Figure 1-2] shows the military command structure of North Korea:

[Figure 1-2] Military Command Structure of North Korea

Supreme Commander

Defense Security Bureau 4(Supreme Guard Command)
General Political Bureau (' General Staff Department ) Ministry of Defence

Regular(10) ~ 91Capital  Antiaircraft — Apmored ~ Mechanized Mechanized Special Operations — Nawy  AjrForce  Strategic
: Artillery Infantry (5) Avtillery Force Force
: Xl Corps, etc.
.......................... Ground Force
* XXX : corps xx : division
3. Military Capabilities
Ground Force The Korean People’s Army Ground Force consists of 10 regular

forward and rear-deployed corps, 91 Capital Defense Corps, 1
Anti-Aircraft Artillery Corps, 1 Armored Division, 5 Mechanized Infantry Divisions,
and 1 Mechanized Artillery Division, which are under the command of the General Staff
Department.25) Furthermore, it also includes the Road Construction Corps under Ministry of
Defence and Engineering Corps under the General Political Bureau.
North Korea maintains a readiness posture capable of carrying out a surprise attack at
any given time by positioning 70% of its Ground Force south of the Pyongyang-Wonsan
line. The forward-deployed 170mm self-propelled guns and 240mm Multiple Rocket ~ 25)

. . . . The Mechanized Artillery
Launchers (MRLs), for instance, provide North Korea with the capability for a large-scale  piision was created by

consolidating a Mechanized
Infantry Division and an
is bolstering its fires capability centered around recent development of a precision-guided  Artillery Division.

and concentrated surprise fire targeted at the Greater Seoul Metropolitan Area. North Korea
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26)

It was test-launched several
times since 2012 and was
publicly shown for the first
time in October 2015, during a
military parade on the Workers’
Party's 70th anniversary.
During the military parade on
the 75th anniversary of the
Workers' Party in October
2020, an updated version of this
equipment was unveiled.

27)

After its test-launch in August
2019, this missile was referred
to as the “super-sized multiple
rocket launcher.” It was first
showcased during the military
parade on the 75th anniversary
of the Workers' Party in
October 2020.

28)

The XI Corps, naval and air
sniper brigades, and special
operations battalions have
been classified as the Special
Operations Force; separate
command has not been
established, Commander
unknown

29)

A strategic special warfare
unit, also known as the “Storm
Corps.”

300mm multiple rocket launcher with an extended range?6) and a 600mm-class short-range
ballistic missile that North Korea claims as a super-sized multiple rocket launcher?? that are
capable of striking any parts of the Korean peninsula. The armored and mechanized units
have more than 6,900 tanks and armored vehicles. New-generation tanks with enhanced
maneuverability and survivability as well as variety of armored vehicles fitted with anti-
tank missiles and mobile guns have been recently developed to replace some of the ageing
platforms. Major equipment of the KPA Ground Force and new equipment that have recently
been identified are shown in [Figure 1-3] and [Figure 1-4] below:

[Figure 1-3] Major Ground Force Equipment of the Korean People's Army

Armored vehicles
Approx. 2,600

Tanks
Approx. 4,300

Multiple rocket launchers
Approx. 5,500

Field artillery
Approx. 8,800

[Figure 1-4] New Equipment Spotted during the Military Parade on the 90th Anniversary of the Korean
People's Army (April 25, 2022)

Armored vehicles fitted
with anti-tank missiles

Multiple rocket launchers

Self-propelled artillery

Special Operations Force To elevate the status of special operations units, North

Korea categorized them into a separate branch of its armed
forces naming them “Special Operations Force.”28 There are various different types of
special operations units, including the XI Corps,2 the Special Operations Battalion, light
infantry divisions, brigades and sniper brigades of the forward-deployed corps, Navy and
Air Force sniper brigades, and light infantry regiments of forward-deployed divisions. An
estimated 200,000 personnel are assigned to special operations units. In wartime, special
operations units are expected to infiltrate the ROK from both front and rear lines, using a
variety of means, including underground tunnels, submarines, air-cushion vehicles, fast
landing craft, AN-2 aircraft, or helicopters, to carry out operations such as the destruction of
critical military installations, assassination of key personnel, and disturbance in the rear area..
They are conducting infiltration exercises by air, sea, and land as well as strike exercises
using models of strategic ROK facilities, while continually reinforcing its forces as seen
through the modernization of armaments. [Figure 1-5] provides highlights of select activities
of North Korean special operations units:
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[Figure 1-5] Activities of North Korean Special Operations Force

SpecEarI“(t)[;grgnons Ground strike (attack) exercise IsIansX%c:rg:JS%atlon Air infiltration exercise
Naval Force The Korean People’s Army Naval Force (KPANF) is comprised of 2

fleet commands for the East and West Coast Fleets, 13 squadrons, and 2
naval sniper brigades that are under the North Korean Naval Command. With 60% of its forces
positioned south of the Pyongyang-Wonsan line, the North Korean Naval Force possesses the
capability to carry out a surprise attack anytime.

However, its capacity for deep-sea operations is limited because its force is primarily consisted
of small, high-speed vessels. Surface forces consist of 470 vessels, including guided-missile
attack craft, torpedo boats, small-sized patrol vessels, and fire support boats. As most of the
vessels are small high-speed craft, surface operations are generally conducted in tandem with
ground operations to assist the advance of ground forces or defense of coastal waters. More
recently, the North Korean Navy has been building and deploying new ships to replace some
of its aging vessels, while also improving the long-range attack capabilities of their vessels by
fitting them with a new type of anti-ship missiles.3%)

North Korea’s submarine forces consist of 70 vessels, including Romeo-class submarines
and midget submarines. In wartime, submarine forces will carry out missions such as blocking
maritime routes, laying mines, attacking surface vessels and assisting infiltration of its special
operations forces. In recent years, the KPANF has retrofitted SLBMs (submarine-launched
ballistic missiles) into their Romeo-class submarines in a continuing effort to improve its forces.

North Korea’s landing forces consist of approximately 250 vessels, including air cushion
vehicles and fast landing craft. These forces, mainly made up of small-sized high-speed
vessels, are expected to land special operations forces in the rear areas to destroy military and
strategic facilities as well as secure key beachheads under the escort of surface forces. North
Korea’s coastal defense forces deploy large numbers of coastal artillery and surface-to-ship
missiles along the eastern and western coastlines to attack approaching surface vessels and
provide defense against amphibious operations. North Korea is continuously improving the
performance and range of its surface-to-ship missiles?!). Major vessels and surface-to-ship
missiles owned by the North Korean Navy are listed in [Figure 1-6]:

[Figure 1-6] Naval Vessels and Surface-to-Ship Missiles of the North Korean Navy

Surface combatants Support craft
Approx. 420 Approx. 40

Landing craft
Approx. 250

Submarines
Approx. 70

Surface-to-ship
missiles
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30)

On February 6, 2015, North
Korea conducted a public test-
launch of this missile, which has
an estimated range of close to
100km, in a sea near Wonsan.

31)

During a celebration event

on the 70th anniversary of

the regime (September 9,
2018), North Korea unveiled a
new surface-to-ship missile.
During the 75th Workers' Party
anniversary event, surface-
to-ship missiles mounted on

an updated TEL (transporter
erector launcher) with four
additional launcher tubes (4—8
tubes) were put on display. The
estimated range of the new
surface-to-ship missile is about
200km.



32)

The Air and Anti-Air Command
was renamed the Air Force
Command (April 2022)

33)

A guided missile system with a
maximum range of 56kn for the
interception of medium-to-high
altitude targets (SA-2: Surface
to Air-2)

34)

A guided missile system
with a range up to 250km
for the interception of high-
altitude targets, developed
to complement SA-2 (SA-5:
Surface to Air-5)

35)

A guided missile system with
amaximum range of 25km for
the interception of medium-
distance, low-to-medium
altitude targets (SA-3: Surface
to Air-3)

Air Force North Korea’s Air Force3?) consists of five air divisions, a tactical trans-
portation brigade, two air force sniper brigades, and air defense unit under
the Air Force Command.

Its forces are deployed by dividing North Korea into four regions. The Air Force has 1,570
total aircraft. About 40% of its some 810 combat aircraft are deployed in areas south of
the Pyongyang-Wonsan line, the Korean People’s Army Air Force (KPAAF) is at all times
prepared to launch a surprise attack on the Republic of Korea and possesses the ability to
support air infiltrations by special operations forces, using AN-2 aircraft or helicopters.

Furthermore, North Korea is making steady efforts to enhance the efficiency of its air force
and modernize the fleet by retiring obsolete trainers, producing and deploying additional
AN-2 and other light aircraft, as well as developing a variety of unmanned aircraft with
reconnaissance and attack capabilities. Because introduction of new combat aircraft is
limited, North Korea is attempting to fill this gap by bolstering its air defense capability
through development and deployment of new surface to air missiles. An integrated air
defense system, made up of aircraft, surface-to-air missiles, anti-aircraft artillery, and radar
units is in place with the Air Force Command at the center. The SA-233 and SA-5%*) surface-
to-air missiles are deployed in forward positions. SA-2 and SA-335) surface-to-air missiles
coupled with a concentrated ring of anti-aircraft artillery form a multi-layered air defense
networkin and around Pyongyang. Moreover, North Korea is believed to be developing and
using a variety of electronic jamming devices, including GPS jammers, for air defense. A
large number of GCI and EW radar bases are dispered throughout North Korea, giving its
military the ability to detect targets across the Korean peninsula.

To increase the accuracy of its air defense radars and reduce operational response time, an
automated air defense command and control system has been put into place. Some examples
of aircraft and surface-to-air missiles operated by the North Korean Air Force are shown in
[Figure 1-7] below:

[Figure 1-7] Aircraft and Ground-to-Air Missile of the North Korean Air Force

Transport aircraft
Approx. 350, including

Helicopters
Approx. 290, including
Navy helicopters

Reconnaissance aircraft
Approx. 30 AN-2

Combat aircraft
Approx. 810

Surface-to-air missiles

Strategic Force North Korea has an independent command for its Strategic Force,
which consists of 13 missile brigades, including the Scud, Rodong,
and Musudan Missile Brigades. In recent years, it is estimated that North Korea is developing
new ICBMs and a range of solid propelled ballistic missiles with operational advantages and
enhanced accuracy that are better at evading interception.

In order to buttress its strategic attack capabilities, North Korea is continuously developing
nuclear weapons, ballistic missiles, as well as chemical and biological weapons. Nuclear

material for its nuclear weapons program have been produced in Yongbyon and other
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nuclear facilities since the 1980s. Until very recently, North Korea has been known to
possess about 70kg of plutonium, obtained from reprocessing its fuel rods and a substantial
amount of highly enriched uranium (HEU) from its uranium enrichment program. Moreover,
judging from the six successive tests carried out between October 2006 and September 2017,
North Korea’s ability to produce miniaturized nuclear warheads appears to have reached a
significant level.

Although North Korea conducted a public demolition of the three tunnels at the Punggye-ri
test site on May 24, 2018, they restored the Adit number 3 in 2022. The ROK Armed Forces
have stepped up surveillance in the face of an increased likelihood of another nuclear test by
North Korea to further develop its nuclear capability.

North Korea has operationally deployed liquid propellant ballistic missiles, including
Scud, Rodong, and Musudan, which gives them the ability to carry out a direct strike in
the Korean peninsula as well as against other neighboring countries. North Korea, which
started developing ballistic missiles in the 1970’s, operationally deployed the 300km-range
Scud-B and the 500km-range Scud-C by the mid-1980s and Rodong missiles with a range of
1,300km by the late 1990s. Afterwards, they also operationally deployed the Scud-ER with
an extended range. In 2007, North Korea operationally deployed Musudan missiles with a range
of over 3,000km without a test launch, which subsequently failed its performance test in 2016.

Since 2012, North Korea has been conducting research to develop new types of liquid and
solid propellant ballistic missiles. It test-launched the Hwasong-12, a new liquid propellant
ballistic missile with an intermediate range, based on the Baekdusan Engine, developed in
2016, over Japan three times since 2017, at a normal angle. In 2017, it fired two ICBMs,
Hwasong-14 and Hwasong-15, both capable of reaching anywhere in the U.S. mainland.
Starting in February 2022, North Korea made several attempts at launching the Hwasong-17,
over the East Sea at a lofted angle. All ICBM tests by North Korea were lofted-angle
launches. Although this successfully demonstrated that the range of the missiles are sufficient
to threaten the U.S. mainland, whether North Korea possesses all critical components of
an ICBM, including perfecting the re-entry technology needs further confirmation as the
missiles were not launched in a normal trajectory. North Korea is also in the process of
developing a new type of missile it describes as a “hypersonic missile,” which was test-
launched three times since 2021.

Since 2019, North Korea is continuously test-firing solid propelled ballistic missiles
which have significant operational advantages over the liquid fuel ones. North Korea has
also developed a variety of short-range ballistic missiles based on its indigenously produced
Iskander-style TBM, whose reliability it claims has been proven, including ones similar
to ATACMS, ones with a heavier payload and ones with shorter distance. Meanwhile, to
diversify methods of launch, North Korea is experimenting with different types of launch
platforms, including wheeled and tracked TELs, as well as trains and submarines. North
Korea also recently announced that it delivered a short-range ballistic missile, which it claims
to be a super-sized multiple rocket launcher (600mm), to the military in December 2022.
This missile was test-fired several times since 2019. North Korea has developed various
types of solid propelled ballistic missiles over a short period of time and is expected to use
them to replace the ageing Scud and Rodong missiles of the Strategic Force.
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Moreover, North Korea conducted a large-scale combustion test of a solid fuel rocket
engine in December 2022, at the Seohae Satellite Launch Site at Dongchang-ri in
Pyeonganbuk-do, which could be a preparatory step toward developing solid propellant
IRBMs (intermediate range ballistic missiles)3® and ICBMs.

Concerning submarine-launched ballistic missiles (SLBMs), although North Korea has
test-fired Pukguksung-family missiles and submarine-launched tactical guided missiles (a
North Korean derivative of the Iskander), a SLBM-capable submarine appears to be still in
the development stage.

Meanwhile, after officially announcing the possibility of a preemptive use of nuclear
weapons by legislating its “nuclear weapons policy” on September 8, 2022, North Korea
launched a series of ballistic missiles, which, according to the North, can be fitted with
tactical nuclear warheads, over the East and West Seas. On November 2, 2022, North Korea
intentionally fired a missile so that it landed in international waters 26km south of the NLL,
in direct violation of the CMA.

Furthermore, North Korea, which has been developing cruise missiles, focused on surface-
to-ship missiles, since the early 2000s, is now using the technology acquired through this
process to pressing ahead with the development of long-range surface to surface cruise
missiles. If North Korea successfully completes its development of long-range surface-to-
surface cruise missiles, this will increase the missile threat faced by the Republic of Korea.

It is expected that North Korea will continue to develop and test launch its missiles in
accordance with the plan to enhance its nuclear weapons systems and defense capabilities.

North Korea is likely to focus its effort on completing the strategic weapons development

|36) ’ " tasks proposed during the 8th Party Congress.
ntermediate range ballistic
missile The types of ballistic missiles currently owned or under development by North Korea and

their ranges are as shown in [Figure 1-8] and [Figure 1-9]:

[Figure 1-8] Ballistic Missiles of North Korea
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[Figure 1-9] Ranges of North Korean Ballistic Missiles
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North Korea began producing chemical weapons during the 1980s. It is believed to
currently own approximately 2,500-5,000 tons of chemical weapons. It is also believed to
possess the ability to independently cultivate and produce biological weapons, including
anthrax, smallpox, and the bubonic plague.

Reserve Forces and North Korea’s reserve forces consist of the Gyododae,
War Sustainment Capabilities a reserve military training unit subject to combat

mobilization, the workplace and region based Worker-
Peasant Red Guards, the Red Youth Guards, a military organization of students in high
school and paramilitary units. The size of the reserve forces, made up of men and women
between 14 and 60 years of age, is an estimated 7.62 million, representing nearly 30%
of total population. Gyododae, which receives training comparable to that of the regular
armed forces, numbers around 620,000 personnel and is believed to be capable of quickly
supplementing the combat power of regular forces during contingencies. The types and
strength of North Korean reserves forces are listed in [Figure 1-10] below:

[Figure 1-10] Reserve Forces of North Korea

Type Strength Description

Total 7.62 million

Gyododae (Reserve Military 620,000 Mobilization reserve forces (men of ages 17-50, unmarried women of ages 17-30)

Training Unit)
g - Regional reserve forces (men of ages 17-60, women of ages 17-30, not enlisted in
Worker-Peasant Red Guards ~ 5.72 million the Gyododa)
Red Youth Guards 940,000 Military organization of high school students (boys and girls of ages 14-16)
Paramilitary units 340,000 Supreme Guard Command, Ministry of Social Security, etc.

North Korea is believed to have a stockpile of reserve material sufficient for one to three
months in the event of a war. There are approximately 300 munition factories in North
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Korea, including 100 civilian factories that can be quickly converted to produce munitions
in wartime. Munitions production and storage facilities are fortified in underground facilities
to ensure their wartime survivability. Except for combat aircraft, North Korea is believed to
have the capability to domestically produce major weapons system and munitions. However,
it is expected that North Korea will be limited from continuously expanding its munitions
industry as the prolonged international sanctions worsen the energy crisis and shortage of
raw materials. North Korea’s war sustainment capability will not only be affected by the
military environment, but wide-range of factors including politics, economy, society and
social infrastructure.
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Chapter 2

National Security Strategy and
Defense-Strategy

Section 1. National Security Strategy
Section 2. National Defense Strategy
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National Security Strategy

The Yoon administration has set out a national vision for a “global pivotal state contributing to
freedom, peace, and prosperity” and established a new national security strategy to support
this vision. The government of the Republic of Korea will strive to normalize inter-Korean
relations and achieve peace on the Korean peninsula on the foundation of robust security,
while promoting prosperity in the international community through a pragmatic foreign policy
thatis embedded in universal values.

1. National Vision and National Security Objectives

The Yoon administration has articulated a new vision for a “global pivotal state contributing
to freedom, peace, and prosperity” which both reflects the Republic of Korea’s mission as
a nation and encapsulates the fundamental values and aspirations of its people. Under this
vision, the administration has proposed three national security objectives.

Safeguarding ROK Sovereignty, The basic goal of national security is to

Territorial Integrity and defend the nation and protect its people from

Ensuring the Safety of the Korean People any group that poses a threat. While firmly

responding to North Korean provocations,
the ROK government is to place utmost effort to safeguard the nation’s sovereignty, territorial
integrity, as well as the lives and property of its people from complex security threats,
including asymmetrical threats posed by nuclear/WMDs, conventional threats, potential
threats we may face in the future and non-traditional threats such as natural disasters and

infectious diseases.

Achieving Peace on the Korean Peninsula and The government will endeavor to

Laying the Groundwork for Future Unification achieve sustainable peace on the
Korean peninsula and lay the

groundwork for future unification of the two Koreas. In order to peacefully resolve the
North Korean nuclear issue, it will closely work with friendly nations and international
organizations to induce change in North Korea’s attitude and pursue a principled and
consistent denuclearization policy. The government will seek to normalize and promote the
stable development of inter-Korean relations and lead the national effort to lay groundworks
for a unified future by consolidating the will and capacity from within and abroad.

Establishing the Framework for Prosperity in Republic of Korea’s growing economic

East Asia and Expanding Korea's Global Role power and global standing have led to

increasing domestic and international
expectations for it to play a greater role in achieving peace and prosperity in the world. The
ROK government will defend and promote universal values of freedom, democracy, and
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human rights through the ROK-U.S. Alliance, linchpin of peace and prosperity in the Korean
peninsula and its surrounding region. In tandem, Republic of Korea will expand cooperation
based on democratic values and mutual interests in East Asia, while actively contributing to
resolving challenges facing the world, including new security threats, and participating in
international development efforts as a responsible member of the global community.

2. Tenets of the National Security Strategy

The government’s tenets of the national security strategy consists of five key elements:
“Pursuit of a pragmatic and value-based foreign policy that puts national interests first,”

EENT3

“achieving robust security through strong defense capabilities,” “establishing principled inter-

99 ¢

Korean relations based on reciprocity,” “actively defending economic security interests,” and

“proactively responding to new security threats.”

APragmatic and Value-based Foreign The ROK government will cooperate with

Policy that Puts National Interests First its key partners based on common values
and mutual interests and create a favorable

environment for peace and prosperity in the Korean peninsula through this process.
Moreover, in order to play a larger role as a global pivotal state, the government will broaden
its foreign policy horizons by conducting region-and nation-specific cooperation programs
that promote shared prosperity and increase its involvement in international affairs and
contribution to the global agenda.

Achieving Robust Security through Strong defense capabilities are essential for

Strong Defense Capabilities the survival of the ROK as a nation as well as

a fundamental pre-condition for peace on the
Korean peninsula. Through the Defense Innovation 4.0 initiative that harnesses advanced
Fourth Industrial Revolution technologies, the government will build powerful armed forces
capable of meeting future defense requirements. Meanwhile, based on the ironclad ROK-U.
S. Alliance, the ROK military will maintain an all-around defense posture to deter and
decisively respond to North Korean provocations. Moreover, ROK 3K Defense, which will
fend off advancing North Korean nuclear and WMD threats with overwhelming force will
be refined and implemented in an expeditious manner, at the same time as improving the
combat readiness of troops through realistic training and ideological armament to clearly
identify the enemy they face.

Inter-Korean Relations Based on In its efforts toward normalization of inter-Korean

Principles and Reciprocity relations, the government of the Republic of Korea

will combine openness to dialogue and a principled
approach with pragmatism and flexibility. Jointly with the international community, it will
carry out an audacious initiative for the complete denuclearization of North Korea and

sustainable peace and prosperity in the Korean peninsula. Moreover, continuous efforts will
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be made for the improvement of human rights and humanitarian conditions in North Korea
and progress on issues derived from the division of two Koreas, such as the unification
of divided families. At the same time, the government will strive with the citizens and the
international community to establish a denuclearized, peaceful, and prosperous Korean

Peninsula.
Actively Defending Economic In partnership with the private sec-tor, the government
Security Interests will construct a multi-layered economic security

response system to defend ROK’s interests in areas
related to supply chain, critical technologies and energy. Republic of Korea will work with
leading nations around the world to take the initiative in establishing international rules
and protocols. Furthermore, ROK will also take an active part in international economic

cooperative bodies to shape the agenda and contribute solutions to issues of common interest.

Proactively Responding to To respond to non-traditional security challenges, the

Emerging Security Threats gover-nment will operate a crisis prevention system, make

special efforts to set up an early warning mechanism
and build a public-private collaboration system. In areas requiring transnational responses,
such as climate change and infectious diseases, ROK government will continue to closely
cooperate with the international community.
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National Defense Strategy

To prepare against a rapidly changing strategic environment, the Ministry of National Defense
establishes and implements a medium and long-term defense strategy that is aligned with
the government’s national security strategy and national defense goals. The national defense
strategy sets forth general strategic and policy directions as well as specific strategic
objectives that represent top priorities for our military. To support the implementation of the
national defense strategy, the Ministry of National Defense also identifies critical focus areas
to direct short-term efforts.

1. National Defense Objectives

The objectives of national defense are to “defend the nation from external military threats,

attacks and invasions”, “support the peaceful unification of the two Koreas”, and “contribute
to regional stability and world peace”.

Defending the Nation from In addition to preparing against existing

External Military Threats and Invasions military threats and possible invasion by
North Korea, the ROK Armed Forces must

safeguard the nation’s sovereignty and territorial integrity from all actors that threatening its

national interests and protect the lives and property of the Korean people from non-traditional
threats such as natural disasters and infectious diseases.

North Korea, which possess a large scale conventional force, is advancing its WMD
technology, including nuclear weapons and missiles while engaging in frequent cyberattacks
and armed provocations. North Korea’s recent legislation of its nuclear weapons policy,
which hints at the possibility of a preemptive use of nuclear weapons, has increased the
severity of North Korean threats to our security. Recently, North Korea also fired a missile in
the East Sea, for the first time into an area lying south of the NLL. Meanwhile, the Charter
of the Workers’ Party was amended in 2021 to explicitly state the goal of unifying the
entire Korean peninsula under Communist rule. During the Plenary Session of the Central
Committee, held in December 2022, the North Korean leadership declared Republic of
Korea as an “Unquestionable enemy.” North Korea’s refusal to abandon its nuclear program
and relentless military threats make both its regime and military an enemy of the Republic of
Korea.

Supportfor Peaceful Unification The ROK Armed Forces will contribute to the
peaceful unification of the two Koreas by prevent-

ing war on the Korean peninsula through a strong military force and conditional upon
progress being made on North Korean denuclearization, take gradual steps to lower inter-
Korean military tensions and build trust.
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Contribution to Regional Stability The ROK Armed Forces will strengthen the
and World Peace ROK-U.S. Alliance, at the same as forging a

relationship of trust with neighboring countries in
the military domain, and actively participate in international peacekeeping operations and
global exchanges in the defense field to contribute to regional stability and world peace.

2. National Defense Strategy

In order to effectively respond to the rapidly changing external and domestic defense
environment, characterized by an increasingly fluid international order, decline in population
available for conscription and rapid technological advances, defense strategies need to
be developed with a medium and long-term horizon in mind. The Ministry of National
Defense will identify defense strategy objectives which are medium and long-term priorities
to support the government’s national security strategy and national defense goals and
concentrate its resources and efforts in achieving them.

Defense Strategy Objectives Based on the core values of the National Security

Strategy and the National Defense Objectives set by
the government, such as the defense of territorial integrety, guaranteeing national security,
peaceful Korean unification, and world peace, four strategic defense goals have been

selected, including “integrated, proactive defense,” “innovation and capability building,”
“alliance and partnership,” and “safety and co-prosperity.”

[Figure 2-1] Defense Strategy Objectives

Integrated, proactive
defense

e Establishing a defense posture capable of delivering both
integrated and proactive response to complex security threats

Innovation,  Developing a strong, technology driven force with capabilities to
capability building gain asymmetric advantages through selection and focus

e Elevating the ROK-U.S. Alliance to a global comprehensive
strategic alliance, expanding and strengthening the global
defense cooperation network

Alliance and
partnership

Safety and e Defense management prioritizing safety of the Korean people,
co-prosperity citizen's trust and civil-military relations
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(D Establishing a defense posture capable of delivering both integrated and proactive
response to complex security threats

Amid the intensifying U.S.-China strategic competition, North Korea’s advancing nuclear and

WMD capabilities, and the rise of non-traditional threats such as climate change and terrorism,

the security environment is increasingly redefined by simultaneous and complex threats that

is becoming more diverse. In order to effectively respond to such complex security threats,

all elements of national defense must be integrated organically and capabilities throughout
all domain including ground, sea, space, cyber space, and electromagnetic spectrum need to
be interconnected. Furthermore, Republic of Korea needs to bolster its defense capabilities
through partnership and alignment with countries that share our value. Moreover, using
integrated capabilities, active effort must be made to shape a favorable environment before
a security crisis occurs. In the event of a crisis, an environment which allows rapid decision-
making and a proactive self-defensive response can minimize casualties and quickly lead
to a decisive and favorable end to hostilities. In order to achieve an integrated and proactive
defense, the Ministry of National Defense will build an all-around defense posture.

(@ Developing a strong, technology driven force with capabilities to gain asymmetric
advantages through selection and focus

Slowing global economic growth, declining size of productive populations, and worsening
government fiscal conditions are expected to present a significant challenge to securing a
sufficient level of defense budgets. In order to overcome this challenge, available resources
must be allocated more efficiently, through a selection and focus-based approach. Meanwhile,
through an accelerated integration of cutting-edge technologies, the armed forces must be
realigned into a smaller and fiscally responsible, yet highly capable, efficient and professional
entity. To counter asymmetric threats, including nuclear and missile threats from North
Korea, overwhelming response capabilities must be built by bolstering the strength and
posture of the ROK 3K Defense and increasing operational capacities in new domains such as
cyber, electromagnetic, and space, while accelerating the development of a hybrid manned-
unmanned combat system and bolstering the capability to responsd against UAS.

® Elevating the ROK-U.S. Alliance to a global comprehensive strategic alliance,
expanding and strengthening the global defense cooperation network
The ROK-U.S. Alliance has been the linchpin of peace and stability in the Korean peninsula
as well as Northeast Asia for the past seven decades. In recent years, however, there has been
a sharp increase in security uncertainty, caused by the geopolitical competition within the
region in diplomatic, security, economic, and technological domains, as well as concerning
issues related to common values and international rules and norms. Arms race between
major countries and advances in North Korea’s nuclear and WMD capabilities are also major
factors that need to be taken into account. Such a development has raised the need to further
strengthen the ROK-U.S. Alliance by elevating it to a global comprehensive strategic alliance.
Meanwhile, in keeping with ROK’s enhanced international standing and in consistency with
the government’s external strategy to play the role of a global pivotal state, the Ministry of
National Defense will expand its defense cooperation network with allies and partners in
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wide-ranging areas, including defense exports, joint disaster response, the protection of sea
lanes, personnel exchange and more.

@ Defense management prioritizing safety of the Korean people, citizen’s trust and civil-
military relations

Amid growing societal demand for a higher degree of transparency and rationality in defense
management, the ROK public’s expectations about the role of the military have also increased,
making the civil-military relationship more important than ever. Protecting the citizens of the
Republic of Korea, from non-traditional security threats, including natural disasters, terrorism,
and infectious diseases, is an important role of the military, which it must continuously strive
to better perform. In the ROK where universal conscription system is in place and most
people have friends and family members serving in the military, there is keen public interest
in military culture. To continue to enjoy the trust and support of the ROK public, the military
must keep improving the service environment to meet the standards expected of them.
Moreover, to build a positive and cooperative civil-military relationship, when implementing
and pursuing defense policies, efforts must be made to seek the understanding of the public
and earn the support of local communities.

Defense Policy Focuses The Ministry of National Defense has selected “robust national

defense, strong forces harnessing science and technology”
as its short-term policy goal. A “robust national defense” means a military response posture
that is capable of deterring enemy provocations based on the ROK-U.S. combined defense
posture and firmly responding to provocations, using the full independent capabilities of the
ROK Armed Forces and those of the ROK-U.S. Alliance. “Strong forces harnessing science
and technology” are competitive forces with AI and robotic-augmented capabilities, achieved
through the integration of Fourth Industrial Revolution technologies for defense applications in

a timely manner. The six key points to achieve the national defense objectives are as follows:

(D Establish an all-around defense posture and expand response capabilities

While maintaining a strong military posture against North Korean threats based on the
ROK-U.S. combined defense posture, the ROK Armed Forces have also built an all-around
defense posture to account for potential security threats. To decisively deter and respond to
advancing North Korean nuclear and military threats, the response capabilities of our Armed
Forces will be dramatically upgraded. The training and education of troops will be improved
by placing emphasis on realistic training with emphasis on combat missions. The intangible
readiness posture of troops will also be reinforced through education and ideological

armament to clearly identify the enemy they face.

@ Developing a powerful modern military based on advanced science and technology
through Defense Innovation 4.0

The accelerated pace of technological advances and declining military manpower have

caused a paradigm shift in the future of warfare. To keep abreast with the fast-changing

defense environment, the Ministry of National Defense has undertaken Defense Innovation
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4.0, an novel initiative to integrate Fourth Industrial Revolution technologies across all areas
of national defense. The goal is to fundamentally transform our forces through technology-

driven innovation to reinvent them as competitive cutting-edge military forces.

(® Aleap forward in the ROK-U.S. Alliance and deeper and broader defense cooperation

In order to more effectively respond to North Korean nuclear and missile threats and other

potential security threats, the ROK-U.S. Alliance, the linchpin of Korea’s national defense,
will be promoted to a new and higher level of partnership. Amid a stable management of
alliance issues, its cohesion will be strengthened and the credibility of the U.S. extended
deterrence commitment reinforced through more frequent regular and ad-hoc consultations
and increased policy coordination between the two countries’ defense authorities. In tandem,
defense cooperation with Korea’s allies will be deepened and expanded to protect national

interests and contribute to the establishment of peace in the region.

@ Safe and transparent civil-military cooperative defense management

To keep pace with evolving requirements of society and align with the expectations of the
ROK public, the Ministry of National Defense will strive to achieve a higher standard of
safety and transparency and promote civil-military cooperation and partnership in defense
management. The military healthcare system will be improved to better meet the needs of
the service members and a comprehensive safety management system will be put into place.
Meanwhile, by ensuring the fairness of the military justice system and through a rational
and efficient allocation of the defense budget, we will enhance the transparency of defense
management. To protect and respect the rights of Korean people, the ministry will ease

regulation where possible and as much as possible.

(® Development of a military culture that meets the needs of the future generation

The Ministry of National Defense will create a service environment that is better attuned to
today’s society by dramatically enhancing the standard of living for members of the armed
forces and strengthening the human rights protection system within the military. Moreover,
we will ensure that the sacrifices of personnel killed in combat or on duty are suitably
recognized and honored and duly compensated to create an environment in which members
of our Armed Forces can serve with pride.

(® Fostering the defense industry into a national strategic industry

The Ministry of National Defense will provide active support for the improvement of the
global competitiveness of the Republic of Korea’s defense industry so that it will not only lead
the way for the development of a strong, technology-intensive armed forces, but also propel
the growth of the national economy. To help strengthen the technological competitiveness of
the defense industry, the ministry will create a progressive and ambitious R&D environment,
while also establishing mechanisms and processes to support defense exports. A positive
feedback loop between efforts to build cutting-edge forces and defense exports will help this
industry emerge as a new strategic industry that contribute to the nation’s defense capabilities,
at the same time as driving the sustainable growth of its economy.
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Chapter 3

Establish an All-around Defense
Posture and Expand Response
Capabilities

Section 1. Maintaining a Robust Military Readiness
Posture

Section 2. Acquiring ROK 3K Defense Capabilities

Section 3. Reinforcing the Capabilities to Respond to
Comprehensive Security Threats

Section 4. Establishing a United Defense Posture
composed of Civi-Government—Military—
Police—Fire Department

Section 5. Education and Training Focused on Combat
Missions and Reinforcing Esprit de Corps

Section 6. Military Assurance for Establishing Peace
on the Korean Peninsula

Readiness of Each Military



